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1. Introduction

This document proposes to add a new pre-authentication mechanism
similar to OTP and PKINIT for Kerberos, based on the Kerberos pre-
authentication framework [RFC6113], allowing user to use JWT token
as credential instead of password to authenticate to KDC. Specific
token attribute value is required to specify the target Kerberos

Zheng, et al. Expires June 22, 2015 [Page 2]



Internet-Draft Token Pre-Authentication for Kerberos Oct, 2014

client principal for issuing ticket. PKI is used to establish the
trust relationship between token issuer and KDC. According to the
trust setup, KDC validates token and determines to issue ticket or
not. A derivation of original token will be wrapped into the issued
ticket as new authorization data and carried on to application
server side for further checking and authorization usage.

2. Conventions Used in This Document

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC-2119 [RFC2119].

This document assumes familiarity with the Kerberos pre-
authentication framework [RFC6113] and so freely uses terminology
and notation from that document.

The word padata 1is used as shorthand for pre-authentication data.
The word tgt is used as shorthand for Ticket Granting Ticket.

Also note, as this mechanism shares common properties with OTP FAST
factor [RFC6560], this document borrows the discussion layout and
procedures from it for convenience.

3. Scope

This document describes a FAST [RFC6113] mechanism that allows JWT
token to be used in Kerberos pre-authentication in a manner that
does not require use of the user's Kerberos password. It discusses
two kinds of token, Bearer Token and Holder-of-Key Token; and for
both it allows two token schemes, Identity Token and Access Token.
This document focuses on defining the token pre-authentication
mechanism and the framework to support token for Kerberos, only
covering the simple case, i.e. Identity Token scheme in Bearer Token
type. It uses Bearer Token and doesn’t provide Replacing-Reply-Key
and Strengthening-Reply-Key facilities; Based on the framework
future effort COULD be made to extend this document to support
Holder-of-Key tokens, and provide such facilities by employing the
token security properties. It uses Identity Token to authenticate
and request a tgt, and doesn’t support Access Token; Based on the
framework future effort COULD be made to support Access Token to be
used to request service ticket directly.
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4. Usage Overview
4.1. JWT Token and Token Provider

As described above, this document describes a generic Kerberos pre-
authentication mechanism supporting JWT token [JWT]. Token used in
this mechanism should conform to JWT standards family including
[JWT], [JWA], [JWE], [JWS] and [JWK]. To facilitate token validation
and processing, the tokens should also contain specific required
token attributes. Token providers should issue such tokens to be
supported by this mechanism. The required token attributes will be
defined later.

4.2. Bearer Token and Holder-of-Key Token Types

The mechanism supports Bearer Token in its first version, allows
supporting Holder-of-Key Token in future.

As defined in [RFC6750], any party in possession of a Bearer Token
can use it to access service or resources without demonstrating
possession of a cryptographic key, and to prevent misuse Bearer
Token needs to be protected from disclosure in storage and
transport. When using Bearer Token, other mechanism(s) that provides
the necessary facilities like KDC-authentication and Replace Reply
Key should be deployed together and employed, to protect token from
being stolen. At the time of this writing, we recommend PKINIT
[PKINIT] and PKINIT Anonymous [PKINIT-ANONYMOUS] in situation that
requires fair balance between security and usability.

As defined in [HOK-TOKEN], Holder-of-Key Token associates a
cryptographic key, and requires token client when presenting token
to other party also demonstrate knowledge of keying material that is
bound to the token. The key can be symmetric or asymmetric, and such
cryptographic key can be used to compute the Reply Key to protect
the KDC-REQ exchange, therefore Holder-of-Key token provides better
security properties and in this case the mechanism can be used
separately without relying on other mechanisms.

4.3. Identity Token and Access Token Schemes
The mechanism supports Identity Token and Access Token.
Identity Token is quite often mentioned in security field but never
gets defined. Simply Identity Token can be thought of as tgt as an
authentication result, and can be persisted in cache or cookie for

further usage to request an Access Token when the identity user
requests access to specific service or resources. Similarly, Access
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Token is rather like service ticket and binds access to a specific
service with optional resources. Access Token is derived from
Identity Token, with limited target audiences and shorter life cycle
valid time.

This mechanism allows Identity Token to be used to request tgt in AS
exchange, and then the tgt can be used as usually in Kerberos. It
allows Access Token to be used to request service ticket targeting
the corresponding service associated with the token. To do so a tgt
should be obtained first as Identity Token but the tgt can only be
used to request service ticket for the targeted service. In both
cases, token subject is mapped into the target Kerberos client
principal, and particularly for Access Token, the service as token
audience is mapped into the target Kerberos service principal (SPN).
The both mappings are required to be supported by different token
providers.

Both Identity Token and Access Token MUST be in JWT token format,
and can be Bearer Token or Holder-of-Key Token.

For Access Token, in practice one MAY additionally implement to
support returning service ticket directly in AS exchange avoiding
tgt. This SHOULD be much efficient and useful to support OAuth 2.0
Access Token work flow.

4.4. Identity Account Synchronization

In the pre-authentication framework defined in [RFC6113], client
principal is assumed to exist in KDC database before a user can
employ a mechanism to authenticate to the KDC. Therefore for some
mechanisms, principal account synchronization between identity
source and KDC is needed, which is not only problematic but also
involves maintain overhead and prevents the mechanisms being more
widely deployed in practice. In this mechanism, as client principal
name can be synthesized from the required token attribute mapping,
it doesn’t require the client principal account MUST exist to pass
the authentication request if the KDC policy allows. A KDC can be
configured to disable this behavior; in this case the mechanism
works exactly as others and requires the client principal MUST
exist.

[Discussion] Avoiding identity account synchronization as discussed
above MAY be general and also desired for more mechanisms like
PKINIT, so it would make sense to update the framework [RFC6113]
with this consideration.
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4.5. Required Token Attributes

The mechanism requires the following attributes MUST exist in the
JWT token. The attributes SHOULD conform to the [JWT] spec, and
particularly, they SHOULD appear in both plaintext Header Parameters
and encrypted Claims Set.

1. "sub" (Subject) Claim. This claim SHOULD specify the client
Kerberos principal name including the realm.

2. "aud" (Audience) Claim. This claim SHOULD specify the token
audience appropriately, for Identity Token, the value SHOULD be
the principal name of the Ticket Granting Service including the
realm; for Access Token the value SHOULD be the principal name of
the target service including the realm. The mechanism uses this
attribute to determine the input token is an Identity Token or an
Access Token.

3. "iss" (Issuer) Claim. This claim SHOULD be able to identify the
corresponding token provider configured in the KDC side.

4. "exp" (Expiration Time) Claim.
5. "nbf" (Not Before) Claim.
6. "iat" (Issued At) Claim.

When a token is used to request Kerberos ticket, if additional
ticket life time is specified via other means, the time MUST fall in
the range defined by exp, nbf and iat values in the token. These
values SHOULD also be used to frame the time range used to issue the
resultant ticket. If a derived ticket from a token is to be renewed,
the renew time SHOULD also be in the time range.

5. Pre-Authentication

The mechanism uses pre-authentication data in AS-REQ, AS-REP, and
KRB-ERROR messages, and supports both four-pass and two-pass
negotiation variants.

In the four-pass system, the client begins by sending an initial AS-
REQ to the KDC. The KDC will then determine, in an implementation
dependent fashion, whether token authentication is required or
supported and if it is, it will respond with a KRB-ERROR message
containing a PA-TOKEN-CHALLENGE in the PA-DATA. PA-TOKEN-CHALLENGE
contains OPTIONAL information about token providers supported by the
KDC. The client will prompt the user to select a token provider and
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input a token. As described in Section 5.4.1 of [RFC6113], the FAST
system uses an Armor Key to set up an encrypted tunnel for use by
FAST factors, and FAST factor or mechanism needs to determine two
keys: a Client Key to encrypt the KDC's nonce and a Reply Key used
to decrypt the KDC's reply. This mechanism determines the two keys
as: 1) In case Bearer Token is used as defined by this document, the
mechanism uses the Armor Key as the two keys; 2) Further effort can
be made to extend this document to support Holder-of-Key tokens and
then more securely, the two keys could be generated from the key
bound with the token and the Armor Key. Anyway, the input token and
OPTIONAL information about the chosen token provider are wrapped in
a PA-TOKEN-REQUEST encrypted within the armored-data of a PA-FX-
FAST-REQUEST PA-DATA element, and the padata is sent to the KDC as a
second AS-REQ.

In the two-pass system, the client sends the PA-TOKEN-REQUEST in the
initial AS-REQ instead of sending it in response to a PA-TOKEN-
CHALLENGE returned by the KDC.

In both cases, on receipt of a PA-TOKEN-REQUEST, the KDC determines
the Client Key and Reply Key as the client does, and uses the Client
Key to verify the pre-authentication. The KDC will then authenticate
the token against the corresponding token provider, by decrypting
the token, verifying the signature of the token, and validating the
token life time, according to [JWT], [JWE] and [JWS]. If everything
is fine, the KDC proceeds and determines to issue ticket to the
client. Different from other pre-authentication mechanisms, the KDC
MAY derive a token by escaping the encryption and signature layers
of the original token, then wrap the derivation token as a new
authorization data type, AD-TOKEN, and put it into the
authorization-data field using the AD-KDC-ISSUED container in the
ticket.

5.1. Initial Client Request

In the four-pass mode, the client begins by sending an initial AS-
REQ, possibly containing some pre-authentication data. If the KDC
determines that the token mechanism is required or supported and the
request does not contain a PA-TOKEN-REQUEST, then it will respond
returning PA-TOKEN-CHALLENGE with supported token providers.

If the client has all the necessary information, knows the mechanism
is supported, and the user specifies a token from a certain token
provider, it MAY use the two-pass system by constructing a PA-TOKEN-
REQUEST and including it in the initial request directly.
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5.2. KDC Challenge

If the user is required to authenticate using token per KDC policy,
then the KDC SHALL respond to the initial AS-REQ with a KRB-ERROR
(as described in Section 2.2 of [RFC6113]), with a PA-TOKEN-
CHALLENGE contained within the enc-fast-rep of the armored-data of a
PA-FX-FAST-REPLY encrypted under the current Armor Key as described
in [RFC6113].

If the mechanism is to be carried out as an individual mechanism,
then the PA-TOKEN-CHALLENGE SHALL be carried within the padata of
the KrbFastResponse. Alternatively, 1f the mechanism is required as
part of an authentication set, then the PA-TOKEN-CHALLENGE SHALL be
carried within a PA-AUTHENTICATION-SET-ELEM as described in Section
5.3 of [RFC6113].

The KDC MAY use the token-vendor field to assist the client in input
of token to be used by identifying the purpose of the
authentication. For example, the token-vendor field could assist a
user in identifying the token provider to be used when a user has
multiple token providers that are used for different purposes. The
KDC SHALL include a sequence of one or more token-info elements
containing information on the desired tokens that the user can use
for the authentication. Either one token-info element or multiple
elements are included, only one token that matches with one of the
token-info is needed and SHOULD be accepted by the KDC. If none
token is received or matches with any of the specified token-info,
the KDC SHOULD reject the request.

5.3. Client Response

The client response SHALL be sent to the KDC as a PA-TOKEN-REQUEST
included within the enc-fast-req of the armored-data within a PA-FX-
FAST-REQUEST encrypted under the current Armor Key as described in
[RFC6113]. In order to generate its response, the client MUST prompt
user to input and provide a token according to the KDC challenge
requirement regarding what kinds of token is desired as described in
PA-TOKEN-CHALLENGE if any in four-pass system.

5.4. Verifying the Pre-Authentication Data

The KDC wvalidates the pre-authentication data by determining the
Client Key and Reply Key in the same way as the client. Then the KDC
validates the token according to JWT token specs. There are chances
that the validation may fail and then KRB-ERROR SHOULD be returned
to client as response. The KRB-ERROR message SHOULD use

KDC ERR TOKEN INVALID error code and also contain the concrete error
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message 1n the e-text field regarding why the token processing or
validation fails. The chances are:

1. Identity token is expected in this mechanism for requesting a
tgt, but if instead an Access Token is provided.

2. Similar to 1), Access Token is expected in this extension for
requesting service ticket, but if instead an Identity Token is
provided.

3. Token SHOULD be correctly decrypted and verified according to
[JWE] and [JWS], but if the decryption or verification fails.

4. If the client Kerberos principal can't be determined from the
token.

5. Similarly, if service Kerberos principal can't be determined from
the Access Token.

6. KDC checks the token’s valid life time in certain clock skew.
When such check fails.

7. Particularly, even 1if token isn't expired, but the left life time
isn't enough for the requested tgt or service ticket in desired
valid time.

5.5. Issuing Ticket

Once KDC validates the request and determines to issue a ticket to
the client, this mechanism SHOULD contribute a new Authorization
Data type, AD-TOKEN. AD-TOKEN will be wrapped into AD-KDC-ISSUED,
and 1t contains a derivation of the token with meaningful token
attributes for application usage. The token derivation can be
resulted from escape of encryption and signature of the original
token as defined by the Dt function in the following. The derivation
serves two purposes: 1) applications can therefore understand and
make use of the token attributes without need to deploy relevant
security keys; 2) such derivation can be safely passed to
applications without worrying about leakage or restoring of original
token since original token SHOULD be carefully protected. Even if
the derivation token is presented to KDC by any party, KDC SHOULD
fail to validate it as defined by the validation according to [JWE]

and [JWS].
De (token) = Escape or remove encryption layer from the JWT token
Ds (token) = Escape or remove signature layer from the JWT token
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Dt (token) = Ds (De(token)) or De (Ds (token))

6. New Types
6.1. Kerberos Token
KRB-TOKEN is defined for the token type as follows.
TOKEN-FORMAT-JWT 1
KRB-TOKEN ::= SEQUENCE ({
token-format [0] INTEGER,

token-value [1] OCTET STRING,

6.2. PA-TOKEN-CHALLENGE

The padata-type PA-TOKEN-CHALLENGE is returned by the KDC to the
client in the enc-fast-rep of a PA-FX-FAST-REPLY in the PA-DATA of a
KRB-ERROR when the mechanism is required. The corresponding padata-
value field contains the Distinguished Encoding Rules (DER) [X.680]
and [X.690] encoding of a PA-TOKEN-CHALLENGE containing token
information for the client on how to opt to provide a token.

PA type TOKEN-CHALLENGE TBD
PA-TOKEN-CHALLENGE ::= SEQUENCE ({
tokenInfos [0] SEQUENCE (SIZE(1l..MAX)) OF TokenInfo,

}
TokenInfo ::= SEQUENCE ({

flags [0] TokenFlags,

tokenVendor [1] UTF8String,
}
TokenFlags ::= KerberosFlags
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-— reserved(0),

-- id-token-required (1),

-- ac-token-required(2),

-- bearer-token-required(3),

-- hok-token-required (4)

token vendor

This MAY be used by the KDC to assist the client to choose to
input the appropriate token, when the KDC has multiple token
providers configured for different purposes or set of users.

token flags

KDC checks token policy and prepare for token flags to require
client to provide appropriate token accordingly when the
mechanism is required for a principal request. Once token is
input and provided the client needs to validate and process
the token according to the flags. Client should try the best
to avoid obvious issues that the client can find in its side
but fails to do so then is found by KDC side.

If id-token-required is set, then client should prompt user to
input and provide an Identity Token for requesting tgt. If ac-
token-required is set, then client should prompt user to input
and provide an Access Token, for requesting service ticket
targeting a specific service. If bearer-token-required is set,
then client should prompt user to input and provide a Bearer
Token; and in such case, if instead a Hold-of-Key Token is
provided the request MAY not fail but the possession of the
bound key MIGHT not be proved. If hok-token-required is set,
then client should prompt user to input and provide a Holder-
of-Key Token. A note, as user may not understand all kinds of
these token types and schemes, client MAY not force user to.
The prompt info to hint user for token SHOULD not be too
specific and technical. However it should log the error in
detail to help with troubleshooting.

Token info

It contains token flags and token vendor.
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6.3. PA-TOKEN-REQUEST

The padata-type PA-TOKEN-REQUEST is sent by the client to the KDC in
the KrbFastReqg padata of a PA-FX-FAST-REQUEST that is included in
the PA-DATA of an AS-REQ. The corresponding padata-value field
contains the DER encoding of a PA-TOKEN-REQUEST.

PA type TOKEN-REQUEST TBD

PA-TOKEN-REQUEST ::= SEQUENCE ({
token [0] OCTET STRING,
tokenInfo [1] TokenInfo

}

6.4. AD-TOKEN

The new Authorization Data Type AD-TOKEN type contains token
derivation and is meant to be encapsulated into AD-KDC-ISSUED type
and to be put into tgt or service tickets. Application can safely
ignore it if the application doesn't understand it. The token field
SHOULD be ASN.l1 encoded of the binary representation of the
serialization result of the derivation token according to [JWT].

AD-TOKEN TBD
AD-TOKEN ::= SEQUENCE {
token [0] OCTET STRING,

}

7. Security Considerations

This document discusses generic token types (Bearer Token and
Holder-of-Key Token) and schemes (Identity Token and Access Token),
and defines common token support framework for Kerberos. For
simplicity it defines the token pre-authentication mechanism using
the Bearer Token scheme, which doesn’t provide generating and
strengthening Client Key and Reply Key facilities. Therefore it’s
not RECOMMENDED that this mechanism be deployed independently. To
protect token from leakage, we RECOMMEND it SHOULD be deployed
together with other pre-authentication mechanism like PKINIT defined
in [PKINIT] and OTP defined in [RFC6560], or whatever means that can
provide the good enough Armor Key. Sure also, transport layer
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security like TLS/SSL COULD also be employed to protect token if
it’s available between client and KDC.

Additionally, the following aspects are worth to be noted:
Contrast to Bearer Token, Holder-of-Key Token binds a cryptographic
key which can be employed to generate the Client Key and Reply Key
both in client and KDC sides, which makes the mechanism with the
token type be more secure and separately deployable. Future effort
COULD be made to extend this document to support so.
An Access Token is not equivalent to the user's long term password.
Therefore Access Token SHOULD not be used to request tgt and this
mechanism prevents it from being used for the usage to exchange tgt.
Instead, an Access tokens is equivalent to a service ticket and
targets for a specific service identified as token audience.
Therefore it’s natural to extend this effort further to support
Access Token to be used to request service ticket directly.
8. IANA Considerations
The PA-TOKEN-CHALLENGE and PA-TOKEN-REQUEST should be registered in
the "Algorithm URI Registry and Related PSKC Profiles" registry
[REC6030] .
The following pre-authentication types are defined in this document:
PA-TOKEN-CHALLENGE TBD
PA-TOKEN-REQUEST TBD
These values should be registered in a registry created by
[REFC6113], but the entries should be updated to refer to this
document.
The following error code is defined in this document:
KDC ERR TOKEN INVALID TBD
The meaning is, invalid token credential is provided.
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